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Abstract

Visual cryptography is a cryptographic paradigm introduced by Naor and Shamir [Lecture Notes in Comput. Sci., Vol. 950,
Springer, Berlin, 1995, p. 1]. Some predefined set of participants can decode a secret message (a black and white image) withou
any knowledge of cryptography and without performing any cryptographic computation: Their visual system will decode the
message.

In this paper we define and analyze visual cryptography schemes for grey level images whose pixelgtegvievels
ranging from O (representing a white pixel)go- 1 (representing a black pixel). Moreover, we give a necessary and sufficient
condition for such schemes to exigt2000 Elsevier Science B.V. All rights reserved.
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1. Introduction cryptography schemes are characterized by two para-
meters: Thepixel expansionwhich is the number of
A visual cryptography scheme for a getof n par- subpixels each pixel of the original image is encoded
ticipants is a method to encode a secret imagto into, and therelative differencewhich measures the

n shadow images called shares, where each participantdifference” between a black and a white pixel in the

in P receives one share. Certain qualified subsets of reconstructed image.

participants can “visually” recover the secret image,  Thjs cryptographic paradigm has been introduced
but other, fprbidd_en, sets_ of particip_ants have no in- by Naor and Shamir [10]. They analyzed the case of
fo‘r‘rr_lat|or,1, (in an mformatlon-theoretlc_ sense) Bh a k out of n threshold visual cryptography scheme,

A*visual” recovery for a sei < P consists of xerox- in which the secret image is visible if and only if

ing the shares given to the participantsironto trans- :
parencies, and then stacking them. The participants in anyk transparenues_ are stacked together. The model
by Naor and Shamir has been extended in [1,3] to

a qualified setX will be able to see the secret im- )
age without any knowledge of cryptography and with- general access structures (an access structure is a

out performing any cryptographic computation. Visual specification of all qualified and forbidden subsets of
participants), where general techniques to construct

"+ Corresponding author. visual cryptography schemes for any access structure
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considerable attention by several researchers (see, fothe participants as black, as grey, or as white according
instance, [1-3,5,7,8,12]). to some rule of contrast.

Alternative reconstruction methods for visual cryp-
tography schemes based on “opaque” shares [11] andDefinition 2.1. Let (I'oual IForb) be an access struc-
on polarized filters [4] have been recently proposed. ture on a set of participants and leg > 2 be an inte-
Both models make assumptions different from ours on ger. Theg collections (multisets) of: x m Boolean
the way the shares combine. Authentication and iden- matricesCo, ..., Cq—1 constitute avisual cryptogra-
tification methods for human users based on visual phy scheme fog grey levels with pixel expansion
cryptography have been considered [9]. Recently, the m for (I'oual IForb) ((I'Qual IForb, m, g)-GVCS, for
randomness needed in visual cryptography schemesshort), if there exist valueso,...,a,—» and sets
has been analyzed in [6]. {(X, 1i,x)}xergun fOri =0,..., g — 2, satisfying:

A natural extension for visual cryptography, sug- (1) Any (qualified set X = {j1, jo...., jp} € IQual
gested in [10], is to consider images whose pixels have can recover the shared image by stacking their

g grey levels ranging from 0 (representing a white transparencies
pixel) to g — 1 (representing a black pixel). Formally, fori =0,...,g — 2 for any M € C;,
In this paper we define and analyze visual cryptog- the “or” V of rows j1, jo, ..., j, satisfiesw (V) <

raphy schemes for grey levels images. We provide a ti. x — o - m; whereas, for anyf € C;11 it results
general technique to realize, for any access structure,  thatw(V) > 1 x.

visual cryptography schemes encoding grey level im- (2) Any (forbidder) set X = {j1, j2...., jp} € IForb
ages. Moreover, we give a necessary and sufficient has no information on the shared image

condition for such schemes to exist. Formally, theg collections of p x m matrices
Dj, withi =0, ..., g — 1, obtained by restricting
eachn x m matrix inC; to rowsj, ja, ..., j, are

2. The model indistinguishable in the sense that they contain the

same matrices with the same frequencies.

Let P ={1,...,n} be a set of elements called
participants and let Z denote the set of all subsets Notice that wheng = 2 we are encoding black
of P. Let I'gual € 2P and I'eorp < 27, wherelgualN and white images. We will refer to such a scheme
Trorb = . We refer to members afgual asqualified as a(I'qual IForb, m)-VCS or, equivalently, as a vi-
setsand we call members dfrqr, forbidden setsThe sual cryptography scheme for the access structure
pair (I'qual, IForb) is called theaccess structuref the (I'guak T'Forb) (see, for instance, [1,3,10]).
scheme. Each pixel of the original image will be encoded

We assume that the secret image consists of ainton pixels, each of which consists afsubpixels. To
collection of pixels, where to each pixel is associated a share a pixel having grey levé] the dealer randomly
grey level ranging from white to black and each pixel chooses one of the matrices@p, and distributes row

is handled separately. Each pixel appearswersions i to participanti. Thus, the chosen matrix defines the
called shares one for each transparency. Each share m subpixels in each of the transparencies.

is a collection ofm black and white subpixels. (The The first property is related to the contrast of the
valuem is referred to as th@ixel expansiorof the image. It states that when any set of qualified partici-

scheme.) The resulting structure of the shares can bepants stack their transparencies they can correctly re-
described by an x m Boolean matrix§ = [s;;] where cover the image shared by the dealer. The valye

s;j = 1 iff the jth subpixel in the'th transparency is  fori =0,..., ¢ — 2, is referred to as theelative dif-
black. Therefore the grey level of the combined share, ferencebetween théth and thei + 1)th grey levels.
obtained by stacking the transparendies. ., is, is The sef{(X, tx)}Xelou is called theset of thresholds
proportional to the Hamming weight (V) of them- Fori =0,...,¢g — 2, we assume thai; takes values
vectorV = OR(ry,, ..., r;,), wherer;, ..., r; arethe on the rational numbers. The numlber m is referred
rows of § associated with the transparencies we stack. to as thecontrastof the image. As we want the con-
This grey level is interpreted by the visual system of trastto be as large as possible, we havedhat: > 1.
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The second property is related to thecurity of the
scheme, since it implies that, even by inspecting all
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differencec, then there exists & out of n threshold
VCS realized by using basis matrices having the same

their shares, any set of forbidden participants cannot relative difference a'. This result can be extended

gain any information on the value of the grey level of
the shared pixel.

A convenient class of visual cryptography schemes
forimages having grey levels is realized usingx m
matrices,G%, ..., G871, referred to adasis matrices
satisfying the following definition.

Definition 2.2. Let (I'qual IForb) be an access struc-

ture on a set ofn participants and letg > 2 be

an integer. A(I'qual IForb. m, g)-GVCS with rela-

tive differencesao, ..., ag_2 and sets of thresholds

{(ti.x, X xerqu fori=0,...,¢g — 2, is realized us-

ing then x m basis matrices;?, ..., G~ 1 if the fol-

lowing two conditions hold.

1) If X ={j1,j2,---,Jp} € IQual (i.€., if X is a
qualified set), then, for=0,..., g — 2, the “or”
V of rows j1, jo, ..., j, of G' satisfiesw(V) <
tix — o - m; whereas, forGit1 it results that
w(V) >t x.

(2) If X ={j1.j2....,Jp} € I'rorp (i€, if X is a
forbidden set), then the p x m matrices obtained
by restrictingG®, ..., G¢~ L to rows 1, jo, .. ., j,
are equal up to a column permutation.

The collectionsCy, ..., C,—1 are obtained by per-
muting the columns of the corresponding basis matrix
(G for C;, withi =0, ..., g — 1) in all possible ways.
Note that, in this case, the size of the collectidp's
is the same and it is denoted byThis technique was
first introduced in [10]. The algorithm for the VCS
based on the previous construction of the collections
Ci’s has small memory requirements (it keeps only the
basis matrice&’, withi =0,...,g — 1) and it is ef-
ficient (to choose a matrix i@; it only generates a
permutation of the columns @).

3. Schemes for grey level images

In this section we analyze visual cryptography

schemes for grey level images by giving a necessary

and sufficient condition for such schemes to exist.
In [5] it was shown that if there exists & out

of n threshold VCSY, realized using collections of

n x m Boolean matrice€o and C1, having relative

to (I'quak TForb. m, g)-GVCS as shown in the next
lemma.

Lemma 3.1. Let (/I qual, I Forb) be an access structure
on a set ofn participants and letg > 2 be an inte-
ger. Let ¥ be a (I'gual IForb, 1, 8)-GVCS with rel-
ative differenceso, ..., ;1 realized by the collec-
tions of matricesCo, ...,Cq—1. Then, there exists a
(I'gualk Trorb, m, g)-GVCS realized by using basis ma-
trices having relative differences, ..., ag_1.

Proof. Without loss of generality we can assume that
r =|Co|l = - - - = |Cq-1l|. (The proof that we can restrict
our attention to GVCS for collections having the same
cardinality can be obtained, in a straightforward way,
from the one for VCS in Section 2.1 of [1].) Suppose
thatC; = (M"Y, ..., M""}, withi =0,...,g — 1. It

is immediate to check that, far=0,...,¢ — 1, the
matricesG' = M1 o ... o M"", whereo denotes
the concatenation of matrices, constitute the basis
matrices of a(I'qual [Forb. m, g)-GVCS having the
same relative differences & O

Let M be a matrix in the coIIectiorUf;OlCi
of a (I'qual I'Forb, m, g)-GVCS on a set of partici-
pantsP = {1,...,n}. For X C P, let Mx denote the
m-vector obtained by considering tbe of the vectors
corresponding to participants i, whereasV/[ X ] de-
notes the|X| x m matrix obtained fromM by con-
sidering only the rows corresponding to participants
in X.

The next theorem provides a necessary and suffi-
cient condition for GVCS to exist.

Theorem 3.2. Let (I'qual IForb) be an access struc-
ture on a set of: participants and letg > 2 be an
integer. Letr* be the maximum relative difference of a
visual cryptography scheme f@fquai IFor). There
exists a(Iqual IForb, m. g)-GVCS with relative differ-

encesxo, ..., a2 if and only ifY 5 2a; < a*.

Proof. LetCo, ..., C,—1 be the collections of Boolean
matrices of & Iqual, [Forb, 1, §)-GVCS with relative
differencesxo, ..., «,_1. It is easy to see thal and
C,—1 constitute a/qual IForb, 1)-VCS. The relative
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difference of such a scheme is equal Efz_ozoe,».
Hence, we have that

g2
Zai <a®.
i=0

Now, suppose tha[jf;ozai < o*. We will show
that there exists &Iqual IForb m, g)-GVCS with
relative differencesxo, ..., a,—2. Let SO and St be
the basis matrices of a visual cryptography scheme for
(I'oual T'Forb) With optimal relative difference™ and
let m be its pixel expansion (by Lemma 3.1 such a
scheme always exists). Suppose that a; /b;, for
i=0,...,g — 2, and thate™ = a/b, wherea, b, a;,
andb; are positive integers. Let

m = lcm{bo, . cobg 2} -a-m.
Fori=0,...,g—2,definer; = (a; -b-m)/(b; -a-m).
Let

g—2
d=m— ri-m.

I
o

i

Since Zf:ozai < a*, thend > 0. Finally, let D be
an x d matrix whose entries are all equal to 0. For
i=0,...,g — 1, the followingn x m matricesG’
define a(I'qual, IForb. m, §)-GVCS.

G =85%--.08%8t0...08%0D.
Yir

i-1
j=0"j

(Notice that the matrixs® does not appear itG°;
whereas, the matrix® does not appear iG$~1.)
Indeed, for anyX € I'guaiand fori =1,...,¢g — 1,
we have that

w(GY) —w(Gy ™)
m
_ ricalw(Sy) —w(Sy)]

m
B 1 ai_1-b-m

1y 0
S m——— [w(Sy) —w(SY)]
w(S%) — w(sY)
1— Q0

o*-m

Therefore, setting;_1, x = w(G"X) we get that prop-
erty (1) of Definition 2.1 is satisfied. It is immediate to
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check that for any € I'eqpp it results that thg matri-
ces obtained by restricting?, ..., G¢~1 to the rows
indexed byX are equal up to a column permutation.
Thus, the theorem holds.O

Notice that when all they; are equal, then the
scheme proposed in this paper reduces to the one
proposed by Naor and Shamir [10] fér out of n
visual cryptography schemes. A out of n visual
cryptography scheme is a scheme where

Iqua={X €{1,....n}: |X| =k}

and

Teob={X C{L,...,n}: |X| <k}.

For any integer%, n, andg such that 1< k <n» and
g > 2, we denote withk, n, m, g)-GVCS ak out ofn
visual cryptography scheme fgrgrey level images.

Here is a small example to illustrate the construction
of (I'qual, IForb, m, g)-GVCS given in Theorem 3.2.

Example 3.3. The following basis matrices define a
two out of two visual cryptography scheme for 4 grey
levels. In such a scheme we have thgt= a1 = oy =

1/6.
Gl= [

|
6= | ¢*-|

The next corollary is an immediate consequence of
Theorem 3.2.

111000
111000|°

111000}

111000
011100]°

111000]

001110}’ 000111|"

Corollary 3.4. In any (k, k, m, g)-GVCS, with rela-
tive differencesp, ..., a,—2, it holds that
1

min . —_—
teo. (g — D21

L] O{gfz} <
and

m>(g— 121

Proof. Itis known (see [10]) thatin anyoutk thresh-

old visual cryptography scheme the relative difference
is upper bounded by/2*~1. From Theorem 3.2 we
have that

g—2 1
> o < 5
i=0 2
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Leta = min{ao, ..., ag—2}. Since to exist. We proved the optimality ofk, k, m, g)-
GVCS.

An interesting open problem which deserves further
investigation is the encoding of grey level images for

g—2
a@-1<) w,
=0 different models of VCS such as [11] and [4].

we get that
1
«s (g — D2k-1 Acknowledgement
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